
[ANNOUNCEMENT] 

IMDA anti-phishing 
recommendations regarding 
embedded hyperlinks in SMS

REFERENCE WORKFLOW DECK.



IMDA anti-phishing ANNOUNCEMENT on 
all our SMS websites

Please note that all common URLs in our SMS list to be blocked by 
service provider 

(eg; bit.ly, wa.me, wa.link, facebook.com, myweb.sg, 
propertyguru.com.sg, tinyurl.com, cutt.ly, shorturl.at, srx.com.sg, 

srx.sg, fb.watch, youtube.com, tu.be, etc..,).

4 SIMPLE STEPS TO WORK AROUND…  



Recommended Workflow (part 1)

• Copy ur Website URL and click on the 
‘Click here to create Shortener Link’

• Paste the URL in the box within and 
click ‘Get Short URL’



Recommended Workflow (part 2)

• Click on the ‘Green Copy Link Button’ 

• ‘Right Click’ and paste the Shortened 
Link in the Message text box within.


